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About	the	authorAlex	Henthorn-Iwane	leads	Product	Marketing	at	ThousandEyes,	which	delivers	Network	Intelligence	solutions	that	that	enable	companies	to	gain	digital	experience	insights	from	every	user	to	every	app	over	any	network.	Prior	to	ThousandEyes,	Alex	has	worked	with	big	data	network	analytics,	DevOps	orchestration	and	Internet
routing	monitoring	technologies	at	Kentik,	Quali	and	Packet	Design.With	recent	news	that	the	government	in	Russia	has	signed	the	“Russian	Internet	Law”,	it	is	setting	in	motion	plans	to	use	an	alternative	Domain	Name	System	(DNS).	This	news,	alongside	Iran’s	recent	test	of	a	country-wide	firewall,	is	some	of	the	latest	proof		it	would	appear	more
and	more	countries	are	seeking	to	take	control	of	their	Internet	infrastructure.	In	Russia’s	case,	it	appears	that	some	structural	changes	to	its	Internet	have	been	in	the	works	for	a	while.	In	2012	the	Russian	government	began	blocking	web	users	in	the	country	from	accessing	certain	websites	based	on	a	set	criteria.	Subsequently	in	2015,	a	law	was
passed	requiring	all	software-as-a-service	(SaaS)	providers	to	maintain	a	local	copy	of	all	data	of	Russian	citizens.	However,	to	date	few	have	complied	with	this	request	with	little	to	no	repercussion	as	of	yet.		2017	marked	further	developments	when	Russian	officials	issued	a	ban	on	all	software	and	websites	related	to	Internet	filtering,	including
virtual	private	networks	(VPNs)	and	anonymisers,	as	well	as	all	websites	containing	instructions	on	how	to	access	websites	blocked	by	the	government.This	latest	“sovereign	Internet	law”	seems	to	be	an	attempt	by	the	Russian	government	to	test	the	feasibility	of	isolating	Russia	from	the	rest	of	the	Internet.	This	recalls	one	very	similar,	successful,
system	-	The	Great	Firewall	of	China.Image	credit:	Pixabay	(Image	credit:	Image	Credit:	Geralt	/	Pixabay)How	China’s	Great	Firewall	worksChina	serves	as	the	largest	example	of	attempting	to	control	the	Internet	within	its	borders,	and	a	large	part	of	its	success,	in	this	attempt,	is	the	fact	that	it	started	from	the	very	beginning,	building	architecture
for	this	from	scratch.	The	Great	Firewall	was	built	in	1999,	and	is	the	blanket	term	for	the	collection	of	techniques	used	to	filter	web	traffic	in	China.	Two	things	have	made	the	Firewall	possible:	China	introduced	the	policy	in	a	much	earlier	phase	of	the	Internet,	allowing	the	ecosystem	to	evolve	alongside	the	Internet	organically;	secondly,	state-run
monopolies	control	telecommunications	within	China,	and	these	have	fully	complied	with	the	censorship	demanded	by	the	government.	What	has	resulted	is	the	largest	filtering	infrastructure	of	Internet	traffic	in	the	world,	with	few,	if	any,	choke	points	in	and	out	of	the	country.	Internet	traffic	in	China	can	be	analysed	and	manipulated	by	Chinese
authorities	far	more	easily	than	in	a	country	like	the	US,	for	one	thing	because	all	Internet	service	providers	in	China	are	licensed	and	controlled	by	the	Ministry	of	Industry	and	Information	Technology.	Furthermore,	a	small	number	of	fiber-optic	cables	enable	virtually	all	of	China’s	Internet	traffic,	these	enter	the	country	at	one	of	ten	different
backbone	access	points,	seven	of	which	were	only	added	in	January	2015.	This	all	leads	to	almost	total	control	over	the	Internet.China	then	is	a	unique	example	of	Internet	disconnection.	For	a	country	like	Russia,	where	the	Internet	has	been	allowed	to	evolve	in	a	much	more	integrated	way,	these	roots	are	now	firmly	intertwined,	meaning	it	will	be
very	difficult	to	separate	from	them.So	how	realistic	is	global	“splintering”	of	the	Internet?While	the	Internet	is	of	course	mostly	open	today,	there	are	already	restrictions	in	several	countries.	For	instance,	Saudi	Arabia	already	restricts	DNS,	forcing	the	DNS	request	traffic	through	nationally	controlled	proxy	service,	with	the	same	technology	is	used
in	China.Such	examples	show	that	there	is	a	clear	impulse	to	secure	more	control	of	the	Internet	along	national	lines,	whilst	still	allowing	traffic	to	flow.	Initiatives	like	GDPR	and	other	privacy	laws	can	also	be	seen	as	examples	of	this.	A	US	company	wanting	to	do	business	in	the	EU,	for	example,	needs	to	keep	all	data	there.		Image	credit:	Pixabay
How	could	a	country	“disconnect”?When	it	comes	to	Internet	censorship,	often	the	first	step	(and	the	easiest)	is	IP	blocking,	which	has	the	added	bonus	of	being	generally	very	low	cost	and	easy	to	deploy.	IP	blocking	works	when	a	country	has	a	“blacklist”	of	undesirable	IP	addresses,	routers	then	drop	all	packets	destined	to	blocked	IPs,	potentially
including	the	address	of	what	a	country	would	classify	as	a	“sensitive”	site,	or	of	a	DNS	resolver.	In	China,	an	IP	blacklist	is	injected	via	Border	Gateway	Protocol	(BGP)	using	null	routing.The	fact	that	with	IP	blocking	the	government	can	maintain	a	centralised	blacklist	without	much	involvement	from	the	ISPs,	and	thus	without	much	risk	of	leakage,
makes	it	a	particularly	lightweight	solution.Often	used	in	conjunction	with	IP	blocking	are	DNS-related	techniques.	Changing	a	domain	name	is	not	nearly	as	trivial	as	changing	an	IP	address.	Routers	can	disrupt	unwanted	communication	by	hijacking	DNS	requests	containing	banned	keywords	and	injecting	forged	DNS	replies	and	DNS	tampering
falsifies	the	response	returned	by	the	DNS	server.	Used	together,	DNS	tactics	and	IP	blocking	can	effectively	seal	off	censored	sites	and	servers	on	both	the	domain	and	IP	levels.There	are	a	host	of	other	approaches	to	imposing	control	on	a	country’s	Internet	including:Image	credit:	Shutterstock	(Image	credit:	Image	credit:	Shutterstock)Self-
censorship:	In	China,	ISPs	are	expected	to	monitor	and	filter	content	on	their	networks	according	to	state	guidelines	and	all	Internet	companies	operating	in	China	are	also	required	by	law	to	self-censor	their	content.	If	companies	can’t	successfully	censor	their	content,	they	face	penalties:	warnings,	fines,	temporary	shutdowns	and	possible	revocation
of	their	business	licenses.	These	processes	have	fostered	a	culture	of	self-censorship	in	the	country.Manual	enforcement:	The	Chinese	Internet	police	force	has	an	estimated	50,000	employees.	They	manually	monitor	online	content,	directly	deleting	content	or	ordering	websites,	content	hosts	and	service	providers	to	delete	material.Keyword	filtering:
Chinese	authorities	inspect	content	passing	through	their	pathways,	including	URLs	for	blacklisted	keywords.	However	filtering	is	inconsistent,	functioning	as	more	of	a	“panopticon”	than	a	firewall.Is	this	the	dawn	of	the	“splinternet”?Overall	most	countries	globally	still	keep	their	Internet	fully	open	-	and	even	the	most	severe	systems	like	China	are
not	100%	effective	at	complete	isolation.	While	there	is	certainly	a	trend	of	fragmentation	which	will	likely	continue,	at	present	Russia	and	China	are	more	severe	examples	of	trying	to	control	the	flow	of	traffic,	requests	and	services.	As	such,	it	looks	like	anything	approaching	a	“splinternet”	is	still	a	long	way	off.Alex	Henthorn-Iwane,	VP	Product
Marketing	at	ThousandEyes	(opens	in	new	tab)We've	also	highlighted	the	best	VPN	By	Daniel	Zhao,	founder	of	StudyGateThe		online	marketplace	presents	endless	opportunities	for	businesses	around	the	world.	But	establishing	yourself	both	online	and	within	your	industry	comes	with	significant	hurdles	due	to	the	ever-increasing	competition	in	the
space.	As	a	serial	entrepreneur,	I	have	identified	three	ways	to	give	your	online	business	a	competitive	advantage	based	on	what	has	worked	for	me.Your	product	is	everything.	Some	people	believe	in	pushing	out	a	product	regardless	of	the	bugs,	but	in	my	experience,	quality	should	come	first.	When	people	purchase	a	product	online,	whether	it's	a
service	or	something	physical,	skepticism	always	plays	a	role.	That's	why	transparency	is	a	major	key	to	creating	a	good	product.Due	to	running	an	online	tutoring	service,	we	leveraged	our	network	of	high-ranking	academics	to	create	a	high-quality	product	and	then	showcased	our	network	for	users	to	easily	pinpoint	who	we	work	with	and	what	we
do.	Blazingly	fast	service	figured	as	one	of	our	core	values	for	connecting	with	customers.Work	hard	to	provide	the	best	quality	possible	to	your	users	from	both	a	website	and	product	perspective.	Both	are	equally	important	when	selling	online	because	there	is	no	face-to-face	interaction	right	off	the	bat	--	or	possibly	even	ever.	First	impressions	are
everything,	which	falls	on	the	initial	feeling	the	user	gets	when	they	enter	your	website.To	engender	a	positive	first	impression,	develop	a	clean	and	easy-to-use	platform.	The	importance	of	this	for	customer	engagement	and	retention	has	been	reiterated	in	numerous	market	studies.	At	my	company,	we	have	seen	a	spike	in	user	engagement	and
duration	of	time	spent	on	the	site	after	making	changes	to	enhance	the	user	experience.Think	about	the	feeling	you	get	when	you	enter	your	website	and	the	level	of	effort	required	to	navigate	it.	Providing	a	clear	roadmap	creates	a	calm	and	trustworthy	feeling,	so	make	your	call	to	action	(CTA)	visible	at	first	glance.	Each	landing	page	should	have
one	specific	CTA	that	is	easy	for	the	user	to	identify.	Hone-in	on	your	customers'	pain	points	and	address	them	accordingly.	To	create	a	website	that	addresses	your	customers'	needs,	start	by	listing	out	all	the	pain	points	and	interests	of	consumers	in	your	target	market.	Then,	go	through	your	website	to	check	if	every	piece	of	content	and	information
satisfies	a	need	or	interest	on	this	list.	If	something	doesn't,	remove	it	from	your	website	to	keep	it	clean	and	easy	to	navigate.You	can	also	use	Crazy	Egg	to	monitor	where	on	your	site	visitors	are	spending	the	most	time.	If	there	isn't	a	lot	of	activity	somewhere,	either	update	the	content	or	replace	that	section	with	something	else.	We	have	found
these	methods	to	be	extremely	valuable.	Keeping	customer	needs	top	of	mind	is	vital	for	success,	which	speaks	to	my	final	point.Your	relationship	with	your	customers	is	sacred.	Providing	support	when	they	need	it	will	always	be	a	crucial	element	to	success.	My	founding	members	and	I	pride	ourselves	on	the	level	of	commitment	we	have	to
supporting	our	customers.	Whether	it	is	3	in	the	afternoon	or	6	in	the	morning,	we	have	made	it	a	priority	to	give	our	customers	around-the-clock	support.	When	your	marketplace	is	the	world,	there	are	no	off-hours.	It	is	also	imperative	to	understand	your	customers	and	their	experience	from	various	angles	in	order	to	gain	a	deeper	knowledge	of	how
to	improve	your	product	or	service.	As	a	developer,	I	can	learn	a	lot	by	asking	customers	how	we	can	improve	our	platform	and	usability.	My	co-founder,	who	specializes	in	marketing,	has	learned	a	lot	about	user	cases	and	what	customers	really	want	when	purchasing	a	service.	Every	founder	should	take	the	time	to	talk	to	their	customers	directly,
rather	than	handing	it	off	to	an	outside	party	who	isn't	directly	working	with	the	business.Regardless	of	what	stage	your	business	is	in,	implementing	quality	and	timely	customer	care	will	help	get	your	foot	in	the	door	and	keep	it	there	with	your	target	customers.Daniel	Zhao	is	founder	of	StudyGate,	an	online	tutoring	service.
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