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Critical section in operating system

The critical section is a part of the program where shared resources are accessed, and concurrent execution may cause conflicts or inconsistencies. To address this issue, operating systems provide mechanisms like locks and semaphores for synchronization and mutual exclusion in the critical section. When multiple processes access or modify a
shared resource simultaneously, the last process to do so determines the value of that resource, resulting in a race condition. For example, if two processes pl and p2 are accessing the variable value with an initial value of 6, but due to interruption, the value is changed back to 3. To solve this problem, the critical section problem requires ensuring
only one process can be in the critical section at a time. This prevents conflicts and data corruption. To effectively address this issue, any solution must meet three key requirements: Mutual Exclusion, Progress, and Bounded Waiting. Mutual Exclusion ensures shared resources are accessed by only one process at a time, preventing conflicts and data
corruption. Progress enables processes to make progress, ensuring they eventually get access to their critical sections. Bounded Waiting limits the number of times a process can execute in its critical section after another process has requested access but before that request is granted. Various solutions manage the Critical Section Problem, primarily
using software-based locks for synchronization. These include Test-and-Set, Compare-and-Swap, Mutex Locks, Semaphores, and Condition Variables. Critical Section Management in Computer Science ===================================================== Managing critical sections is crucial in computer science and
operating systems to ensure concurrent programs run smoothly without conflicts. This involves guaranteeing exclusive access to shared resources while allowing processes to make progress. Effective Strategies ------------------- 1. **Fine-Grained Locking**: Break down resources into smaller units and apply locks only to those units, increasing
concurrency by allowing different processes to access different parts simultaneously. 2. **Lock Hierarchies**: Establish a specific order for lock acquisition, preventing deadlocks where two or more processes are unable to proceed due to each waiting for the other to release a lock. 3. **Read-Write Locks**: Differentiate between read and write
operations, enabling concurrent reading while ensuring exclusive access during writes. 4. **Optimistic Concurrency Control (OCC)**: Allow multiple processes to read data without locks, with the system checking if data has been modified by another process before allowing a write operation. 5. **Lock-Free and Wait-Free Data Structures**: Design
data structures that operate without traditional locks, using atomic operations or specialized algorithms to ensure progress even in the presence of concurrent access. Real-World Example ---------------- Consider a bank account with a balance of 10,000, where both the cashier (through cheque) and the ATM withdraw money simultaneously. If a cheque
withdrawal takes 2 seconds to update the balance, it's possible for two withdrawals to occur at the same time, resulting in a balance greater than the original amount. By implementing critical section management techniques, such as fine-grained locking or lock hierarchies, the system can prevent this scenario and ensure exclusive access to the
account. Scalability refers to a system's ability to handle increased workload or user demand without compromising performance. Scalable systems can efficiently manage more users, processes, or data without experiencing a proportional decline in efficiency. Critical sections play a crucial role in ensuring data integrity and preventing race
conditions in multi-threaded or multi-process environments, but they introduce contention among processes that can lead to scalability challenges. These challenges include bottlenecks, where multiple processes compete for access to shared resources, reducing the system's ability to scale. Excessive use of critical sections can also limit parallelism,
as processes spend significant time waiting for access to shared resources. Additionally, locking overhead can become a performance inhibitor in highly concurrent systems. However, critical sections offer several advantages. They provide a controlled environment where shared resources are accessed by only one process at a time, ensuring data
integrity and predictability. Critical sections also allow developers to specify which parts of code need to be executed exclusively, leading to more predictable program behavior. Furthermore, they are supported by a wide range of programming languages and operating systems, making them compatible with existing codebases. However, improper
use of critical sections can lead to deadlocks, where processes become stuck waiting for resources held by other processes. Additionally, the overhead of locking and unlocking can become a performance bottleneck in highly concurrent systems, and debugging issues related to race conditions and deadlocks can be more complex. Critical section is a
part of program where shared resources like memory, data structures, CPU or I/O devices are accessed. Only one process can execute critical section at a time to prevent conflicts. Operating system faces challenges in deciding when to allow or block processes from entering critical section. Critical section problem involves creating protocols to
ensure race conditions never occur. Synchronization techniques ensure only one process can access critical section at a time. There are three main types of solutions to Critical Section Problem: Software Based Hardware Based OS Based Software Based Solutions implemented using programming logic and algorithms without relying on hardware,
helping processes work together and prevent problems when accessing shared resources in critical section. Lock Variable is a simple synchronization method that works in user mode, a busy-waiting solution for multiple processes. It uses a lock variable to manage access to critical section. Lock variable can have two values: 0: Indicates critical
section is free 1: Indicates critical section is in use When process wants to enter critical section, it first checks lock variable: If value is 0, process sets it to 1 and enters critical section. If value is 1, process waits until it becomes 0. Entry Section While (lock! = 0); Lock = 1; //Critical Section Exit Section Lock =0; Lock Variable fails to satisfy Bounded
Wait. Strict Alternation Approach is a simple software mechanism used in user mode. It is a busy-waiting solution designed specifically for two processes. A turn-taking approach with two processes ensures that they alternate in accessing the critical section, preventing any single process from monopolizing it. However, this method is limited to
systems with exactly two processes and may not be suitable for larger systems. In this mechanism, Process Pi can enter the critical section when the turn variable matches its ID (PID), which can only be i or j. The initial value of the turn variable is set to i, allowing Process Pi to gain access first. Once Pi finishes its task in the critical section, it sets the
turn variable to j, enabling Process Pj to enter and access the critical section. This approach guarantees that the two processes will alternate their accesses to the critical section but does not guarantee progress or fairness. For N processes, Peterson’s Algorithm is employed. This involves maintaining a flag array of size N, which represents each
process's interest in accessing the critical section. A turn variable is also utilized to determine the order in which processes access the critical section. Each process runs a loop that attempts to acquire the critical section by setting its corresponding flag and turning the turn variable to another process. If the target process is busy or has not yet
reached this point, the current process waits. Upon acquiring the critical section, a process resets its flag and continues with its task. Once it finishes, it releases the critical section. Deadlock and race conditions are common problems that can occur in multi-process systems. The deadlock problem occurs when two or more processes are blocked
indefinitely, waiting for each other to release resources. On the other hand, race conditions happen when multiple processes try to access shared data simultaneously, leading to unexpected behavior. Hardware-based solutions use special instructions like Test-and-Set and Swap to manage access to shared resources. These instructions allow only one
process to enter the critical section at a time, making them fast and efficient. Some hardware solutions include: * Test and Set * Swap * Unlock and Lock Operating system-based solutions use tools like semaphores, Sleep-Wakeup, and monitors to synchronize processes and ensure only one process accesses the critical section at a time. Semaphores
are synchronization tools that coordinate process access to shared resources. There are two types of semaphores: 1. Binary Semaphore (Mutex): Acts like a lock with values 0 or 1. 2. Counting Semaphore: Allows a fixed number of processes to access a shared resource simultaneously. Semaphores work by using the P and V operations: * Wait (P
Operation): Decrements the semaphore value if it’s greater than 0. If it’s 0, the process waits. * Signal (V Operation): Increments the semaphore value to indicate a resource is available. Monitors are advanced tools that control access to shared resources by grouping shared variables, procedures, and synchronization methods into one unit. They
ensure only one process can use the monitor's procedures at a time using automatic mutual exclusion. Key features of monitors include: * Automatic Mutual Exclusion * Condition Variables * Built-In Synchronization The Sleep-Wakeup mechanism is an operating system-based solution to the critical section problem. It helps processes avoid busy
waiting while waiting for access to shared resources by putting them to sleep when they can't access the resource. The Critical Section Problem: A Solution for Synchronization in Shared Resource Systems A critical section is a code segment where shared variables are accessed; only one process can execute at a time while others wait to enter their
critical sections. To address this issue, various solutions have been proposed, including software-based methods like Lock Variables and Peterson's Algorithm, hardware-based techniques such as Test-and-Set and Swap, and OS-based mechanisms like Semaphores, Monitors, and Sleep-Wakeup. These solutions ensure system reliability, fairness, and
efficiency by providing efficient ways to manage access and avoid race conditions. The critical section contains shared variables or resources that need to be synchronized to maintain data consistency. A diagram illustrating the critical section shows the entry section managing the entry into the critical section, acquiring the necessary resources for
process execution, while the exit section manages the exit from the critical section, releasing resources and informing other processes that it is free. The solution to the Critical Section Problem must satisfy two conditions: Mutual Exclusion and Progress. Mutual Exclusion ensures only one process can be inside the critical section at a time, with
others waiting until it is free. If Pi is executing in its critical section, no other processes can execute in their critical sections, as resources are non-shareable. Progress means that if a process is not using the critical section, it should not prevent other processes from accessing it. This allows any process to enter the critical section. Critical Section
Problem Solution Overview The critical section problem revolves around ensuring exclusive access to shared resources while minimizing waiting times and deadlocks. Solutions Focus on Reducing Waiting Times and Preventing Deadlocks Bounded Waiting: Each process must have a limited waiting time, preventing endless waits for access to the
critical section. This limitation is crucial in avoiding prolonged waiting periods. Critical Section Strategies A selection mechanism exists to determine which processes can participate in accessing the shared resources after some processes are unable to enter their critical sections. Process Synchronization Mechanisms Ensure Exclusive Access
Semaphores and Mutexes are used as process synchronization mechanisms, providing mutual exclusion and allowing a single process to execute the critical section at a time. Advantages of Critical Sections Critical sections offer several benefits in terms of system efficiency, including reduced CPU utilization and simplified synchronization. By
implementing these strategies, system designers can improve overall system performance while ensuring mutual exclusion for shared resources.
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