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Online dating has become increasingly popular in recent years, but with the rise of romance scams, people are losing thousands of dollars to fake lovers. A report by the US Federal Trade Commission (FTC) reveals that reported losses from romance scams have reached a record $304 million in 2020, with individuals losing a median of $2,500. The
pandemic has contributed to the growing trend of online dating, which has also made it easier for scammers to target unsuspecting victims. According to the FTC, people are being targeted on various platforms, including social media, and reports show that nearly 70,000 people were scammed last year, with reported losses reaching $1.3 billion.
Scammers create fake profiles on dating apps to woo potential victims, often using attractive images and charming messages. Once they have gained trust, they will make up a sob story about needing money to help a relative or get out of trouble. They may claim to be in a difficult situation, such as losing their job or having expensive medical bills, to
avoid meeting in person. Victims are often convinced to send money by the scammer, who may claim to have already sent money for a reason and then ask for it back. In some cases, victims even report laundering stolen money, which includes unemployment benefits. The FTC warns that romance scammers use various tactics to steal hearts and
money, including fake photos, false professions, and excuses for not meeting in person. They pay close attention to the information shared by potential victims and often create a fake identity that matches their interests. To avoid falling victim to romance scams, it's essential to remain vigilant and watch out for suspicious behavior. Be cautious of
quick professions of love, unexpected friend requests or messages, and excuses for not meeting in person. Always be aware of the signs of a scam and report any suspicious activity to the authorities. Scammers Targeting Romance Scam Victims Increase Than Eightfold Since 2019, New Data Shows Romance scams have taken the world by storm, with
millions of dollars lost annually to these cunning online predators. According to reports from Western Union and MoneyGram, gift cards are the payment method of choice for romance scammers, with a median individual reported loss of $700 in 2022. People are being lured into these scams through fake online profiles, often using stolen images and
made-up names. Once contacted, scammers will concoct a tale to avoid meeting in person, sometimes even feigning a positive COVID-19 test. Social media is also a breeding ground for romance scams, with many victims reporting unexpected friend requests or messages. The stories are endless, but what unites the largest reported dollar losses is the
victim's trust in their partner. Scammers will claim to have sent money, only to ask for more, claiming it's for a phone card or medical emergency. In reality, they're laundering stolen funds. Gift cards and wire transfers are the most frequently reported payment methods. Reports of romance scams increased by nearly 70% in 2020, with people aged
20-29 seeing the most striking increase. The median individual loss was $2,500, while people aged 70+ reported the highest median losses at $9,475. Romance scams have become increasingly prevalent in recent years, with victims losing millions of dollars to these deceitful tactics. According to data from the FTC's Consumer Sentinel Database, a
total of $1 billion was lost by U.S. victims in 2024, with the median financial loss standing at $2,000. These scams typically begin on dating platforms like Tinder or Hinge, where scammers create fake online identities or lie about their intentions to build a relationship. Once they gain their target's trust and affection, the scammer may request money
or trick them into revealing sensitive information. To understand the prevalence of romance scams, researchers analyzed 2020 Consumer Sentinel Reports classified as romance scams, excluding reports provided by the Internet Crimes Complaint Center (IC3). The study found that dating apps such as Ashley Madison, Bumble, and Tinder were
commonly used to target victims. Facebook or Instagram was also a popular platform for scammers. The median loss calculation excludes reports from MoneyGram, Western Union, and Green Dot, which typically report each transaction separately. This leaves the median individual reported loss at $240, excluding romance scams. Interestingly, 62%
of romance scam reports included age information in 2020. However, when normalized based on the number of loss reports per million population by age during this period, the impact of age is negligible. Scammers Can Lure Victims With Romance On Social Media Platforms Romance scams are becoming increasingly sophisticated and prevalent on
various social media platforms, making it challenging for users to distinguish between genuine connections and potential scams. While fake relationships can be enticing, they often come with hidden risks. Scammers might ask seemingly innocent questions about personal life, finances, and family to gather sensitive information. They may also use lies
such as needing money for a customs fee or a medical emergency to extract funds. ###ARTICLEScammers will typically need you provide scammer's information, chat logs and awareness resources within 24 hours of detection. Romance scams work because scammers exploit their targets' insecurities. The most susceptible individuals are those who
lack impulse control, trust others too easily, and have low self-esteem. Middle-aged and educated people are particularly vulnerable to romance scams. Scammers may use manipulation tactics such as emotional blackmail and guilt-tripping to keep their victims under control. If you're lonely, scammers will shower you with attention; if you're insecure,
they'll lavish you with compliments. To avoid falling prey to romance scams: Run reverse image searches on profile pictures to ensure they're not stolen. Look up the person's background information online and insist on video calls to verify their identity. If someone is using pictures to scare you, they might be a scammer. Before we proceed, let’s do a
gut check with friends and family - it's always good to have an outside perspective. If you're in contact with someone who seems suspicious, run the messages through a scam detector like Norton Genie to spot red flags. If you think your friend has fallen for a romance scammer, talk to them about it gently but firmly. They might feel defensive or
angry, so be patient and don’t accuse them of anything. If they're feeling guilty about money given to the scammer, remind them that real love doesn't make you feel responsible. To identify potential scams, look out for things like “I'm in trouble and need your help,” “I love you more than life itself,” or inconsistencies in their stories or profiles.
Scammers are often too good to be true and will ask for money quickly. If someone falls victim to a romance scam, they should stop talking to the scammer immediately and report it to their bank, the FTC, the FBI, local police, and the platform where the scam happened. They can also get help from Norton 360 with LifeLock Select, which protects you
from scams with an Al-powered detector. Romance scams are illegal when scammers blackmail or steal money from victims. Always be cautious when meeting new people online and never send money to someone you don’t know in real life. To outwit a catfisher, you must catch them in lies. Start by verifying their identity through video calls, in-
person meetings, or specific images. Research their online claims about job, education, relationship history, and interests to determine if they're a scammer. If caught, disengage and report them to avoid wasting time and potential retaliation. Gift card scams remain a prevalent method of romance scamming, with 24% of victims reporting losses in
2022. To spot a potential scammer, be wary of requests to send money via cryptocurrency, gift cards, or wire transfers. Legitimate individuals will not ask for such payments. Red flags include receiving packages without prior notice and suspicious profile picture inconsistencies. Be cautious when discussing new love interests with friends and family,
as their concerns may indicate a red flag. Utilize reverse image search tools to verify profile pictures. Report suspicious profiles or messages to the dating app or social media platform, and inform the FTC at ReportFraud.ftc.gov if someone is trying to extort you. The FBI should be contacted for extortion cases. Recent figures from the FTC's
Consumer Sentinel Network reveal escalating losses: $493M in 2019, $730M in 2020, $1.3B in 2021, and $1.3B in 2022. Despite these numbers, only a fraction of reported scams are submitted to authorities. Payment method analysis shows gift cards as the most frequently used means in romance scam losses, with a median individual loss of $700 in
2022. The top payment methods include cryptocurrency ($10,079), bank transfers or payments ($10,000), and payment app services ($650).
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